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Introduction: Me

Who I am

∙ DNS Abuse Ambassador for FIRST
Co-chair of the DNS Abuse SIG

∙ Accidental DNS person
∙ Cybersecurity enthusiast
∙ Closet privacy amateur
∙ No current employer

https://www.first.org/
https://www.first.org/global/sigs/dns/


Introduction: Blocking Ads and Trackers with Domains

∙ Control the DNS server

∙ Return fake results for ad and tracker domains

∙ … profit

∙ But there’s a bit more to it



Introduction: How I Started My List

∙ Heard about the /etc/hosts trick

∙ Couldn’t be bothered to maintain a huge list of individual 
hostnames

∙ Realised local nameservers could be authoritative for any 
domain



Introduction: How I Started My List

∙ Threw up a text file on my website

∙ And the rest is history

∙ Now have a horrible pile of spaghetti code and a few 
tables in MySQL



Blocking



Blocking With Domains: Methods

∙ Via DNS

∙ Browser extension

∙ ProxyPAC for the browser

∙ hosts file

∙ Windows registry entries

∙ Little Snitch, Squid, or some other proxy



Blocking With Domains: Downsides

∙ It’s a hammer, and everything is a nail

∙ Can block legitimate content

∙ Have to be careful about the policy of the list you’re using

∙ Need an easy way to exclude entries

∙ Can’t do URL-level blocking



Blocking With Domains: Upsides

∙ Can do network-level blocking

∙ Useful for all devices on the network

∙ Don’t have to maintain detailed lists of URLs

∙ DNS blocking can be done various ways
○ Invalid IPs
○ NXDOMAINs
○ Localhost
○ “Block server”

∙ Can have combination of all of these

∙ Logging can give insight into failed requests



My List



My List

∙ Started back in 1997 (apparently)

∙ ~3.5k domains, 9K IPs (7k valid)

∙ 33 formats supported

∙ Various format options available - change IP, skip hostnames, date 
ranges, plaintext, etc.

∙ Weekly cleanup script keeps things tidy

https://pgl.yoyo.org/as/formats.php


October 2001



My List

∙ Probably around 50m users? (Directly and indirectly)

∙ Very rough guess

∙ Random day in July had about 57m downloads

∙ Used by (or available for) uBlock Origin, Opera, AdBlock Plus, Pi-Hole, AdGuard, 
HostsMan, …

∙ Most new entries are trackers

∙ Slowly turning into a privacy list more than anything



My List

∙ Started life as just a text file

∙ “Last updated” was just a stat call on the file

∙ Excited at first, but then found others doing the same

∙ Still excited

∙ Then uBlock Origin included my list a default option

∙ Weekly cleanup script is a big reason it has a good reputation

∙ Haven’t changed the main page for about 15 years





∙ Highest level domains only (i.e., doubleclick.net, not 
ad.doubleclick.net)

∙ Not only ad servers - spyware servers, hit tracking servers, and servers 
that enable these technologies

∙ Other nasty hostnames are included such as some malware domains etc.

∙ Checked by hand before being added when submitted by a user

∙ Automatically checked weekly to see if they're still valid

My List: Policy



My List: Options

∙ Show only trackers, or ad servers

∙ Different formats for different applications

∙ Change output MIME type

∙ Add custom domains

∙ Change date range

∙ Skip entries

∙ Append or prepend strings to entries



∙ Worst codebase I’ve ever created… basically the same from PHP 5 
days

∙ I will never share the code, it’s far too embarrassing

∙ Little admin area for managing entries and news etc.

∙ Very basic DB structure for domains, and reverse IPs

∙ Custom “search” in browser to add domains

My List: Backend



Ugh



Basic DB structure



∙ Constantly been a problem for my gracious server admins (Many, many 
thanks to Matt and Neil!)

∙ Load issues (forcing implementation of caching)

∙ … although Matt said it keeps them busy!

∙ Various security issues (shout out to iampytest for excellent reporting!)

∙ Problems with PHP versions

My List: Issues



∙ People get annoyed

∙ Being forced to remove entries

∙ Controversial entries (t.co, go.icann.org, …)

∙ People don’t realise I just maintain the list

My List: Other Issues



∙ Most new entries are submissions now

∙ Most emails I get are delisting requests

∙ Most of the time people are understanding after I explain

∙ Still find it hard to do bulk additions

My List: People



Angry People

"Why do I have to see your name in my computer. All 

I want us some sanity in my life with no bloody 

adverts pissing me off, my wife and I are both 

pensioners and all we want is to be left alone. So get 

yourself off of my computer."



Angry People

“i dont understand this shit. i just 

know i cand go to gamestop.com 

unless i use a different browser.”



Angry People

“Please get this off my 

computer!”



Understanding People

“ Thank you Peter for hearing me out. One of the 

information is lawtrack.me on the email from my 

psychic. The other ones are very confusing. But I 

do thank you for helping. God Bless and have a 

terrific day.Aloha”



Understanding People

“Thank you very much for the courtesy of your reply. I totally 

misunderstood the situation. I thought that you were the proprietor of 

the system I signed onto that resulted in the limination of a great 

number, but not all, of advertisements from my screen when I went 

online. That is clearly not the case and I apologize for taking up your 

time. It does sound as if you are involved with some project for the 

betterment of society and for that I thank you.”



∙ Detect trackers by analysing passive DNS data (but need 
access to some passive DNS data first…)

∙ LLM trained on DNS usage that can recognise abnormal 
behaviour? (Bit of a daydream)

∙ Easier way to do bulk additions

∙ GitHub?

My List: The Future



Questions?

Peter Lowe

∙ pgl@yoyo.org
∙ https://infosec.exchange/@pgl, https://twitter.com/pgl
∙ https://linkedin.com/in/peterlowe

Resources

∙ https://pgl.yoyo.org/adservers/ - main page
∙ https://pgl.yoyo.org/as/serverlist.php - list of domains
∙ https://pgl.yoyo.org/as/iplist.php - list of IPs
∙ https://pgl.yoyo.org/as/formats.php - formats
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